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Internal

Threats, intrusions and attacks perpetrated by hackers abusing
the Internet are, without question, on the rise in today’s business
environment. The security of internal trusted networks may not
have been provided the attention it deserves and requires in
order to protect your valuable business information. Properly
implemented network security controls, from both a
management process and technology implementation
standpoint, are required to thwart intentional attacks from
outsiders, while at the same time minimizing unintentional
mistakes from trusted insiders. The key driver in today’s Security
and Privacy environment is preventing exposure of valuable
information assets unnecessarily.

IT Solutions' Internal Security Assessment focuses on the

security controls implemented and in place for your internal
trusted networks. The assessment is custom designed to analyze
system platforms, routers, bridges, switches, or other network
components that provide the security within your organization.

The technology review component consists of "intrusion tests" and
configuration analysis to present a thorough understanding of
the strengths and weaknesses of your internal network
components.

The management review component consists of interviews with
administrators and management and the review of documented
security policies, standards and processes. This process provides
the client with insight into how your organization is prepared to
handle the security of your trusted networks against potential
threats from insiders who get through your external security
controls.

Service covers:

 Areview of the overall enterprise architecture to determine
how effectively it isolates untested outside networks from
gaining access to your internal trusted networks and systems.

Since 2000 IT Solutions

has been a leading
technology services
company. With deep
industry expertise and
proven experience in
consulting and outsourcing,
IT Solutions can mobilize the
right people, skills alliances
and technologies for your
Internal Security
Assessment.
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« A review of your internal network design to
determine how effectively it isolates insiders based
on their business function and need to access your
organization's valuable information assets.

 Areview of the security design of your selected
internal network security components (routers,
remote access servers, bridges, etc.) to determine if
any related functions could cause undesirable
security exposures.

* Atest designed to exercise the security components
within the scope of the project in an attempt to
gain unauthorized access to portions of your
Internal trusted network. This test relates the
perspectives of a trusted insider or an outsider who
has penetrated your external defenses.

* A comprehensive review of the security
management controls covering policy, organization,
personnel, asset classification and control, physical
security, access control, network and computer
management, business continuity, system
development and maintenance, and compliance.

A report describing the strengths and weaknesses
found in all areas along with recommendations for
short and long term adjustments and improvements.
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Why use IT Solutions?

IT Solutions is a leading technology

services company. Committed to delivering
innovation, ITS collaborates with its clients

to help them realize their visions and create
tangible value. With deep industry expertise,
broad resources and proven experience in
consulting and outsourcing, IT Solutions can mobilize
the right people, skills, alliances and technologies
for your Internal Security Assessment. More than
80 percent of our work is with clients whom
we've served before.

Our approach is to deliver innovation to clients
by leveraging our industry knowledge, service
offering expertise and insight into and access to
emerging technologies. With this comprehensive
approach, we are able to move clients forward
in their business, from strategic planning to day-
to-day operations. This often includes helping
clients identify and enter new markets, increase
revenues in existing markets, and deliver their
products and services more effectively and
efficiently.
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